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SUBJ: MANDATED INFORMATION SYSTEMS SECURITY (ISS) WEB-BASED

TRAINING AVAILABILITY

A. DEPARTMENT HOMELAND SECURITY SENSITIVE SYSTEMS POLICY DIRECTIVE

MD4300 (SERIES)

B. COAST GUARD INFORMATION ASSURANCE MANUAL, COMDTINST M5500.13

(SERIES)

1. INFORMATION SYSTEMS SECURITY TRAINING CONSISTS OF A FORMAL

COURSE OF INSTRUCTION WHICH MEETS STANDARDS FOR PERSONNEL SECURITY

AWARENESS AS PROMULGATED BY THE FEDERAL INFORMATION SYSTEMS

SECURITY MANAGEMENT ACT (FISMA), DHS AND THE USCG. THE WEB BASED

ISS TRAINING GUIDES USERS THROUGH INFORMATION AS IT RELATES TO

PROPER NETWORK ACCESS, EMAIL, INTERNET AND SYSTEM USE. ISS REPLACES

THE OLD AUTOMATED INFORMATION SECURITY (AIS) TERM.

2. ALL USCG STANDARD WORK STATION (SWS) USERS (ACTIVE, RESERVE AND

CIVILIAN-INCLUDING NON-APPROPRIATED FUNDS EMPLOYEES, AND AUXILIARY)

WITH ACTIVE USER ACCOUNTS MUST RECEIVE YEARLY COMPUTER SECURITY

AWARENESS TRAINING. COMPLETION OF ON-LINE ISS TRAINING SHALL BE

COMPLETED NO LATER THAN, CLOSE OF BUSINESS 1JUN07. INDIVIDUALS WHO

DO NOT HAVE AN ACTIVE SWS USER ACCOUNT ARE EXEMPT.

3. INDIVIDUALS WITHOUT EMPLOYEE IDENTIFICATION NUMBERS (EMPLIDS)

SUCH AS CONTRACTORS AND AUXILIARY SHALL COMPLETE ISS TRAINING AT:

HTTP://CGWEB.TISCOM.USCG.MIL/CGIA/TRAINING.HTM.

SELECT NON-EMPLID INFORMATION SYSTEMS SECURITY TRAINING.  COMPLETE

ALL FIELDS ENSURING YOU HAVE SELECTED NON-EMPLID INFORMATION

SYSTEMS SECURITY. PROCEED THROUGH THE TRAINING SESSION. ONCE

FINISHED, PRINT AND SIGN THE USER AGREEMENT. RETAIN FOR YOUR

RECORDS. COMPLETION DATA WILL BE INCORPORATED INTO FISMA REPORTING.

4. INDIVIDUALS WITH AN EMPLID AND AN ACTIVE SWS ACCOUNT NEED TO

ACCESS ISS TRAINING VIA THE COAST GUARDS E-LEARNING PORTAL

HTTP://LEARNING.USCG.MIL. LOG ON TO THE LEARNING PORTAL, SELECT

GENERAL MANDATED TRAINING, GENERAL MANDATED TRAINING AGAIN,

INFORMATION SYSTEMS SECURITY TRAINING, AND PROCEED THROUGH THE

TRAINING SESSION. ONCE FINISHED, VERIFY COMPLETION BY SELECTING

TRAINING, UNDER LESSONS. YOUR RESULTS WILL SHOW FINAL SCORE AND

STATUS AS COMPLETED.

5. UPON SUCCESSFUL COMPLETION OF THE ISS TRAINING VIA THE E-

LEARNING PORTAL, RESULTS ARE FED INTO THE TOTAL MANAGEMENT TRAINING

(TMT) SYSTEM WITHIN 24 TO 48 HOURS AND SHOULD POPULATE CG-CENTRAL

WHERE USERS CAN MONITOR MANDATORY REQUIREMENTS IN THEIR "MY

READINESS" AREA UNDER TASKS.

6. YOUR ISSO IS THE KEY POINT OF CONTACT FOR ANY QUESTIONS

REGARDING TRAINING CONTENT. OTHER QUESTIONS RELATED TO THIS

TRAINING METHOD, INCLUDING QUESTIONS RELATING TO THE E-LEARNING

TOOL, SHOULD BE ADDRESSED TO YOUR TRAINING OFFICER.

7. INTERNET RELEASE IS AUTHORIZED.

8. RDML R. T. HEWITT, ASSISTANT COMMANDANT FOR COMMAND, CONTROL,

COMMUNICATIONS, COMPUTERS AND INFORMATION TECHNOLOGY, SENDS.
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