Structured Financial Messaging System (SFMS & NEFT)

 Check List

A: General Requirement for Joining SFMS/NEFT:

1. INFINET membership

2. RTGS Settlement Account at DAD Mumbai

3. IFSC Codes for Participating Bank and branches

4. Application to DPSS, RBI, Central Office Mumbai  for joining NEFT.

B: HW/SW  Requirements:

	I. Gateway/Online Server/ Offline Server/ CGBS:

	Gateway
	Online Server
	Offline Server
	CGBS

	Hardware
	Software
	Hardware
	Software
	Hardware
	Software
	Hardware
	Software

	· Pentium III Xeon

· 2.5 GB Memory or more 

· 40 GB or more Hard Disk #

# Notes:

a. a.   Minimum 40GB Hard Disk space for SFMS exclusively

b. b.  One partition of 25GB on Hard Disk for SFMS Data Files

c. c.   Another partition of 10GB on Hard Disk for SFMS Application and Logs

d. d.   5 GB free space on C:Drive

e.   In case of cluster servers above points c & d should be available on both the servers
	· OS-Windows 2000 Advanced Server with Service Pack4/ Windows 2003 with service pack 1
· Oracle 9i (Rel. 9.2.0.1)
· MQ Server (Version 5.3) with CSD 08
· IIS Web Server(IE5.5 or above) (part of Windows OS)
· Tomcat (3.2) *
· Java Development Kit 1.3.1 *
· SFMS Gateway Software (Version 3.0) with RTGS Patch**
	· Pentium III (Server Class)
· 2 GB Memory or more 
· 60 GB or more Hard Disk #

# Notes:

e. a.   Minimum 40GB Hard Disk space exclusively for SFMS 

f. b.  Minimum 20GB Hard Disk space exclusively for NEFT

g. b.  One partition of 45GB on Hard Disk for SFMS and NEFT Data Files

h. c.   Another partition of 10GB on Hard Disk for SFMS and NEFT Applications and Logs

i. d.   5 GB free space on C: Drive

e. In case of cluster servers above points c & d should be available on both the servers

Weblogic

f. 2 CPU and 4GB RAM box should be used each for APP and DB server (500 IFSCs)

g. 4 CPU and 4GB RAM box should be used each for APP and DB server box(1000 IFSCs)

Note: IIS & JDK1.3.1 are not required for Weblogic
	· OS-Windows 2000 Advanced Server with Service Pack4/ Windows 2003 with service pack 1
· Oracle 9i (Rel. 9.2.0.1)
· MQ Server (Version 5.3) with CSD 08
· IIS Web Server (IE5.5 or above) (part of Windows OS)
· Tomcat  (3.2) *
· Java Development Kit 1.3.1 *
· SFMS Online Server (Version 3.0) Software with RTGS Patch**
· Latest version of NEFT software
Weblogic

· Weblogic 8.1

· MQ Client 5.3

Note: Tomcat is not required for Weblogic
	· Pentium IV (PC)

· 1 GB  or more

· 40 GB Hard Disk #
# Note:

Minimum 10 GB free space in a single partition on Hard Disk should be available
	Windows   

   XP Service 

Pack 2 or Windows 2000 Professional with Service Pack 4

Or

· MQ Client (5.3) with service level CSD08.

· My SQL (4.0.12)

· IIS Web Server (IE 5.5 or above) (part of Windows OS)

· Tomcat (3.2) *
· JDK 1.3.1

· SFMS Offline Server  (version 3.0)  Software with RTGS Patch**
	· Pentium III Xeon

· 4 GB Memory or more 

· 80 GB or more Hard Disk #

# Notes:

j. a.   Minimum 40GB Hard Disk space for SFMS exclusively

k. b.  Minimum 20GB Hard Disk space exclusively for NEFT

 One partition of 60 GB on Hard Disk for SFMS and NEFT Data Files

l. c.   Another partition of 10GB on Hard Disk for SFMS and NEFT Application and Logs

m. d.   10 GB free space on C:Drive

e.   In case of cluster servers above points c & d should be available on both the servers
	· OS-Windows 2000 Advanced Server with Service Pack4/ Windows 2003 with Service pack 1
· Oracle 9i (Rel. 9.2.0.1)
· MQ Server (Version 5.3) with CSD 08
· IIS Web Server(IE5.5 or above) (part of Windows OS)
· Tomcat (3.2)*
· Java Development Kit 1.3.1 *
· SFMS Gateway/Online Software (Version 3.0) with RTGS Patch**
· Latest version of NEFT software

	*  Freeware, ** Supplied by IDRBT

	II. Terminal (for Gateway/Online/Offline/CGBS):

	· Pentium PC
· OS – Windows 2000 Professional, with Service Pack 4 and IE 5.5

	Status:



Notes: In the ‘status’ column, please give the following details:

a. Whether the hardware acquired conforms to the requirements/configuration prescribed? If any deviations are there, please mention

b. Whether the Gateway and Online Server(s) will be installed on cluster servers? If so, please give details

c. Whether the Gateway (if installed) mapped to INFINET? Please also give the IP Address of Gateway

d. All other details regarding status of implementation

	III. Other HW Requirements:
	
	Status

	a.  Smart Card Readers (Schlumberger Reflex 72 V.2) (At least one for each machine ie., Online Server/ Offline Server/Terminal)
	
	

	b.  Smart Cards (Schlumberger Cryptoflex 32 K) (At least two per location – additional or back up requirements based on internal policies)
	
	

	c.  Telephone Lines/Leased Lines (for connectivity)
	
	

	d.  Modems/RAS
	
	

	e.  Networking Equipment
	
	

	f.  Gateway connectivity to INFINET
	
	

	g.  Printer (for each location)
	
	

	h.  DAT Drive/CD Writer (for each location)
	
	

	Notes: 

i.  Smart Card Readers and Smart Cards can be procured from IDRBT at a cost (presently Rs. 1355/- and Rs. 450/- respectively per piece) 

ii.  Network connectivity for all the machines to be tested and confirmed
	
	

	IV. Other SW Requirements:
	
	

	a.  Properties file (for Online/Offline Servers) (Annexure III)

b.  Software Development Kit (SDK) 4.4 for Registration Authority (RA) office and other Administrative Offices (where RA work is taken up)
	
	

	c.  Smart Card User Tool (SCUT) 1.2 for other locations using SFMS for messaging etc.
	
	

	d.  Anti virus software for all machines (ie., Gateway, Online Servers, Offline Servers and Terminals)
	
	

	Notes : Items at a) and b) are supplied by IDRBT, free of cost along with Smart Card Readers and Smart Cards.
	
	

	V. Digital Certificates (IDRBT CA) Certificates Issued:
	
	

	Class                                                            No.
a.  Class 3 (Signing & Encryption)

· At the Gateway

b.  Class 2 (Signing & Encryption)

· At the Online Servers

· At the Offline Servers
	
	

	Class                                                             No.
b.  Class 2 Certificates to the Users:

· At the Gateway

· At the Online Servers

· At the Offline Servers

· AT the Terminals
	
	


	VI.  Implementation Readiness Issues:

	a. The Bank should be ready with the necessary hardware, software and certificates.

	b. Please ensure that the installation schedule is clearly communicated to the System Administrator of the Gateway.

	c. Please advise us the contact particulars of the System Administrator and other Officials at the Gateway

	d. Please ensure full-time availability of the System Administrator and SFMS Project Manager from DIT, who will be responsible to ensure availability of resources and other requirements to complete the SFMS Gateway installation successfully.

	e. Please note that IDRBT will provide installation support up to a maximum period of 3 days. If any unforeseen technical problem relating to SFMS application software is encountered during installation, IDRBT personnel will extend the duration. In case the delay is on account of deliverables from the Bank side, IDRBT will charge for extended stay of its personnel beyond 3 days at the rate of Rs.5000/- per person day.

	f. The System Administrator and other officials at the Gateway will be responsible to provide information about the computer system, availability of separate partition for SFMS and other required information to the IDRBT consultants. Apart from the Gateway server, at least 2 additional machines are required for installation of the Online/Offline software. Please ensure availability of the servers. The other applications on the same server, if any, may be managed in such a way that the installation work of the Gateway is not affected or delayed.

	g. The System Administrator and other officials at the Gateway will be trained on daily operations on Gateway. IDRBT will also train Off-line implementers on Off-line server installation.

	h. The System Administrator of the Gateway should be familiar with the system administration of the other application systems if any, like PDO-NDS installed on the Gateway server.  

	i. Dedicated Offices at the Gateway of the Bank should spend their fulltime with IDRBT personnel during the Installation and Training

	j. The Bank will be responsible to arrange for vendor’s support of the third party software products, like Oracle, MQ Series, etc. that are running on the Gateway Server. The Bank will be responsible to arrange for vendor’s support of the third party software products, like Oracle, MQ Series, etc. 

	k. The Bank should ensure that support persons for power, UPS are on stand-by to avoid unnecessary delays owing to power outage etc.

	l. Access to facilities like Phone and FAX with STD facility should be made readily available to the IDRBT consultants during the installation period for coordinating installation activities with IDRBT and other technical staff at Hyderabad.

	m. On successful completion of installation, the Bank should give an acceptance letter, signed by an authorised official, to the IDRBT consultant


Notes:  For more details on SFMS and Digital Certificates, please see the write-ups enclosed on these subjects (Annexures I and II)

	Status:



